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Summary 
 
Network-based control systems are at the heart of critical infrastructures. However, remotely supervised or controlled 
systems are open to denial of service attacks. Four architectures are presented to mitigate the effects of such cyberat-
tacks. FOSEL combines overlay techniques with filtering to reduce the effect of such attacks. A cooperative defense 
technique relies on intermediate routers to move the defense area to the source away from the attacked target. The Ferris 
wheel is a ring based onion circuit for hidden services. Finally ConnectionScore provides a way to detect denial of ser-
vice attacks from abnormal behaviour. Simulation and experimental results underpin the suitability of these approaches 
to reduce the impact of denial of service attacks on network based control systems. 
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